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1
Decision/action requested

This paper summarizes key findings in the GSMA DESS WG e2e security guideline document. SA3 is requested to approve the set of recommendations in clause 4.2.
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3
Rationale

The GSMA is currently studying establishment of end-to-end security at Diameter AVP level on the LTE Interconnection link in their RIFS-DESS (Diameter End-to-End Security Subgroup). 
Based on some of their recommendations for LTE, this document outlines required additions to the 5G security SBA to enable a reasonable security and asks for consensus on those.
4
Detailed proposal

4.1 Overview of DESS recommendations for LTE based interconnect networks
4.1.1 Background
The 3GPP architecture envisions that edge nodes are not active network members, but merely route the traffic in a transparent fashion. For example, the S6a interface between two networks run between the HPLMN and the VPLMN and traverses typically one or several IPX Providers. 3GPP assumed that NDS/IP would be deployed directly between e.g. MME and HSS and those would be the security tunnel end-points. But this assumption doesn’t apply when MME and HSS are in different networks. 
Existing 4G networks typically has a Diameter Edge Node (DEA) or Diameter Routing Agent (DRA) on the edge of their network. It is placed there for topology hiding, but also takes an active role in the security and protection of the network.
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Figure 1: Simple Interconnection set-up with a Diameter Edge Agent at the edge of the network
4.1.2
End to End Application layer security (Diameter AVP)
In LTE, intermediaries (IPX providers, for e.g.) may be required to change parts of the signaling message. This eliminates the possibility of deploying e2e security (tunnel) between two endpoints in different networks. While the inside of a core network of an operator is a secure domain, any communication to the outside needs to be secured, but only from the edge of the network towards the next edge. The secure perimeter reaches from the edge of sending entity to the edge of the receiving entity. To secure 3GPP Diameter messages, 3GPP technical specifications reference 3GPP TS 33.210, where IPSEC/TLS is suggested. But this opens the interconnect network to a variety of issues as discussed in [3] and [4].

The recommended solution by [4] is to have e2e application layer security on top of the hop by hop security implemented between two adjacent nodes. Confidentiality and integrity protection is provided at the Diameter AVP level which provides e2e protection for these AVPs between two end points.
4.1.3
Security at the edge of the network

The sending Service Provider, integrity and/or confidentiality protects AVPs at the edge of its network. The receiving Service Provider, then decrypts the confidentiality protected AVPs at the edge of its network and judges the integrity of the integrity protected AVPs.
In the following figure depicting a typical LTE interconnect network, the DEA’s of the two networks anchor e2e security of the Diameter message. The DEA, belonging to SP 1 implements AVP protection in terms of confidentiality and integrity protection of the Diameter AVPs, in addition to providing topology hiding of the internal network entities. The DEA in SP 2 removes AVP protection, verifies integrity of the incoming message and forwards the Diameter message to a node inside the core network.
The figure also demonstrates the case where an intermediate node belonging to IPX provider #2 removes one of the AVPs in the Diameter message. 
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Figure 2: Example of e2e security in LTE interconnect between two supporting PLMNs
4.1.4 Delegation of Security

The following figure shows that there might be several IPX providers in the communication path. An operator sometimes delegates security tasks to his nearest IPX provider (especially, smaller operators do this). In the figure below, SP1 has delegated e2e diameter security function to IPX provider #1.
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Figure 3: Service provider who moves part of the security to a neighboring IPX provider
In addition, existing IPX networks also enable use of roaming hubs enable that one operator can connect with “one contract” to hundreds of other operator network. This roaming hub scenario is important to offer value to the end user and they are efficient for the operator as he is reaching with one contract, hundreds of partners and does not need to set up hundreds of individual contracts.
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Figure 4: Roaming Hub in LTE interconnect networks
4.1.5 Protection Approach

The IPX providers need to modify and replace some of the AVP (Attribute Value Pairs) in the diameter based messages for routing and other purposes. Also, due to the large amount of traffic, a full end-to-end security is very ambitious. On the other hand, the origin of a messages should be clear and fields like the authentication vectors should be confidentiality protected. Therefore, a differentiated security approach is needed.

This implies that a flexible security approach has to be taken. There are the following potential categories:
	Confidentially
Protected
	Integrity
	Protected
	Semantics

	
	Protected
	Modifiable
	
	

	Yes
	Yes
	No
	n.a.
	If “Confidentially Protected”, then an AVP becomes automatically “Integrity Protected Unmodifiable”

Recommended default value

	No
	Yes
	No
	n.a.
	If “Integrity Protected”, an AVP may be “Modifiable” (includes addition and deletion) or “Unmodifiable”

AVPs ‘blue’-marked in FS.19

	No
	Yes
	Yes
	n.a.
	

	No
	No
	n.a.
	No
	If neither “Integrity Protected”, then an AVP becomes automatically “Not Protected”

AVPs ‘grey’-marked in FS.19


For grouped AVP, the lower layers inherit the security from the upper layer.
4.2
Recommendation for 5G SBA

Based on the recommendations discussed in clause 4.1, following recommendations may be derived for protecting Service based interconnect interfaces in 5G SBA:
Proposal 1: Add in the 5G architecture a network element at the edge of the service provider network that allows for interconnect security to be implemented, in addition to other security policies such topology hiding etc.
Proposal 2: Implement application layer security at the edge of the network.

Proposal 3: Add in the 5G architecture the possibility for active intermediate security nodes that may manipulate application layer information as it traverses through it.
Proposal 4: Take FS.19 – Diameter Interconnect Security, as the basis to identify Information elements (IEs) that need e2e protection in 5G SBA.
Proposal 5: Map identified IEs into one of the protection categories identified in clause 4.1.5 above.
Furthemore it is recommended that these proposals be taken as the basis for future work on security for service based interconnect interfaces and recorded in the SBA living document for reference.
